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Abstract: The rapid development has been seen in network
control systems with the integration of sensors, actuators and
controllers. Network Control Systems (NCS) are used in a several
of fields due to their low maintenance, ease of installation, system
cabling and monitoring. However, communication over the NCS
network is vulnerable through targeted attacks. With large
amount of information transmitted through communication
channel/networks is more likely to be accessed by entrants to
reduce the control over the network system. So, in this paper the
problem due to uncertain disturbance in NCS is considered to
improve the transient performance of networked system. To show
the effectiveness of proposed methodology a numerical simulation
is presented with different simulation diagrams with MATLAB
Simulink environment.
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1. Introduction

With Network control system has been evolved as a
technological field where components are distantly associated
through a real-time communication network [1]. The NCS trust
on the secure transmission of packets/message through
communication channel to improve overall system
performance. With rapid development in information
technology NCS has many industrial applications such as in
power distribution, oil and gas power plants, water
management, transportation, robotics, process industry, space
vehicles and medical treatment etc. [2]. Packets containing
sensitive information transmitted through the network may be
susceptible to attack. The intruder can access the information in
various ways, such as eavesdropping, denial of service (DoS),
and service degradation attack (SD).

The stability of DC/DC converters with CAN-bus system
studied taking into account the performance degradation
parameters such as time delay and packet dropout. Discrete
time delay is modeled using Markov chains and stability is
analyzed through set of linear matrix inequality equations. The
voltage controller gain was determined to show stability of
system [3].

The performance degrading parameter random delay and
packet loss also discussed to analyze the stability of networked
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control system through application of position servo system.
Employed system was used for calculating the optimal
performance index and control gain [4].

In a network control system, latency and packet loss are key
parameters to control stability, and packet loss is modeled using
the Bernoulli function. Some stable methods are obtained to
show the measurement quality of the defined method [5]-[8].

Lyapunov method presented to simulate the stochastic packet
loss and sufficient condition with asymptotic stability for
feedback networked control system discussed to capture the
effect of time delay [9].

This paper deals with the problem due to uncertain
disturbance in NCS is considered to improve the transient
performance of networked system. To show the effectiveness
of proposed methodology a numerical simulation is presented
with different simulation diagrams with MATLAB Simulink
environment.

The rest of the article presents the following different parts:
In 2 section, the articles related to the attack types and the
stability of the NCS are described. The formulation of the
problem based on network uncertainty and malicious
interference is presented in section 3. The effectiveness of the
presented method will be presented in the 4 section. Finally,
Section 5 provides conclusive observations and future work to
be carried out.

2. Literature Review Work

The attack on non-linear network and sensor detected
through introduction of neural-network based event triggered
controller scheme employing dynamic programming approach.
Attack is discovered with the help of residual exceeds a
predefined threshold. The attack considered in this approach
was time delay and packet loss in nature. The proposed
methodology employed was faster in detection than
conventional approach discussed in literature [10], [11].

The effect due to unwanted intrusive data studied in [12],
[13] through introduction of Kalman-filter, linear quadratic
Gaussian approach and proportional integral controller in
networked control system. It has been presented that due to such
methodology the effect on NCS was greatly reduced to an
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acceptable level. Various parameters determined to evaluate the
performance metrics of proposed system.

Two queuing approaches discussed to model the
performance degradation in networked control system which is
prone to delay and packet loss attack. The Denial of Service
(DoS) attack considered to be responsible for parameter
degradation in control system. Such DoS attack worsen the
quality-of-service parameter of network which drops the
performance [14]-[17].

Predictive control approach applied to analyze the
performance measures of closed loop networked control
systems undergone communication network constraint [18],
[19]. The Linear Quadratic Regulator (LQR) technique
addressed to improve the performance of networked system
with the help of an example of rotary inverted pendulum
system. In this communication constraint such as packet loss
and time delay considered as disturbing factor in closed loop
networked system. By employing such techniques, the
performance improved at desired level [20]-[22].

In [23], data backup-based compensation technique
employed to guarantee the stability of the proposed system.
Lyapunov function used to derive the set of stability conditions
for networked system experienced induced delay and packet
loss problem. Certain condition established which direct the
required control input to maintain the response up to desired
level [24]-[26]. The problem due to communication constraint
addressed through deriving the set of condition using Lyapunov
function, linear matrix inequality and Wirtinger inequality.
Proposed interval type-2 fuzzy model revealed the improved
performance of control system under communication constraint
[27], [28].

The predictive controller is designed to describe the response
of the designed method to the control system. This may affect
the transfer of data due to the introduction of a denial-of-service
attack [29], [30]. The attacks introduced for wireless network
management systems have been calculated using an intrusion
detection system, and the authors have also validated the
proposed method for stability [31], [32].

The message data sent from the sensor to the controller or
from the controller to the router can be corrupted using various
attack methods such as denial of service and replay attacks.
Horizontal reverse power law, exponential stability is proposed
to derive stable methods for performance analysis [33], [34],
[35]. Improved performance of the control system for
distribution grid management is discussed in [36]. Time and
strategy are used to demonstrate the effectiveness of the system.
Also discussed is the impact of delay, jitter and packet loss in
transmission, which is a key factor in system instability.

An approach to optimize the performance of stochastic linear
time-invariant system presented through minimizing the
weighted cost of linear quadratic Gaussian function. The
networked system used shared communication resources and
admit scheduling policies to find optimized cost [37].

International Journal of Modern Developments in Engineering and Science, VOL. 3, NO. 9, SEPTEMBER 2024 7

3. Problem Formulation with Proposed Methodology

A. Description of the System

The block diagram of proposed network control system is
shown in Figure 1. Here the response of the system is sampled
by a sensor and forwarded to the controller through wireless
communication network. The controller calculates the control
signal based on the reference and sensor sampled received
through communication network using an algorithm designed
for the control purpose. The calculated signal directed through
the communication channel to the actuator to operate system
according to the desired output. In various literatures, it has
been found that an attacker can interfere in any way (that is, in
the forward and/or feedback direction) of the control system to
worsen the performance of NCS.

Actuator

| communication !
Channel :i

\ /

N 7 Sampled
S ~ signal
Uncertain input:

Packet losses, Delays
and Attacks

Fig. 1. NCS with uncertain parameters

Controller Plant

Sensor

The response modeled by the sensor is sent to the controller
via communication, and the control signal generated by the
controller is sent to the controller via the communication
network. Therefore, there is a delay from the sensor to the

controller and the controller to actuator (ie. ¢, and 7 ,

respectively).

B. Dynamics of Uncertain Delay

The sampled response taken by sensor is routed to controller
through the communication channel and controller generated
control signal is sent towards the actuator through the
communication network. Hence, there are delays from sensor
towards controller and controller towards actuator signal i.e.

t and t

w . »Tespectively. There are also processing delays that
are as small as they should be in comparison to other delay
(sensor to controller and controller to actuator delay). This
random delay change depends on the length of the
communication network, bandwidth, etc. The stochastic nature
of the delayed disturbance causes the system to approach
instability. Therefore, it is necessary to consider delay
dynamics in system modeling and controller design [10].

For efficient packet delivery, sample time “7_” must meet

the following criteria [12]:

T, >t +t, +(processing delay) (1)
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C. Packet Dropout Distribution

The controller receives the sampled sensor signal and sends
signals to the actuator to control the process. There's a chance
of packet loss when the signal travels through the
communication network. The issue of packet loss can occur in
both the forward and feedback directions. To model packet loss,
consider the distribution function provided as [12]:

_|p fre=1 )
p(y")_{l—p, if7,=0

Here packet loss rate is represented by, p €[0,1]. At an
instant £, if packet is lost, then y, = 0, and for successful

arrival of packet at an instant &, the y, =1.

The concept of timestamp theory is applied to packet
transmission, where packets are placed in a buffer with

timestamps. The system with networked delay 7, and packet

loss is depicted as a linear time-invariant (LTI) system as [12],

x(k +1) = Ax(k) +y, Bu(k —t.) 3)

y(k) = Cx(k) “)

The state vectors are X(k) and control vectors are #(k) as
represented in Eq. (3). Similarly, in Eq. (4), (k) is output
signal and different matrices with appropriate dimensions is
represented by “ A, B,C ”.

4. Result Analysis with Proposed Designs

The effectiveness of proposed methodology is presented with
different simulation diagrams with MATLAB Simulink
environment.

The plant dynamics are presented by different matrices i.e.
A= [-15,-1,0;75,0,-1;-125,0,0], B=[-15;75;-125], C= [1.05, -
2.00, -2.00] and D=[0]. The parameters of proportional integral
derivation control are given as P=0.3784, 1=0.0541 and
D=0.0757.

Figures 2 through 5 depicts the various simulations
performed. Figure 2 depicts the simulation results that indicate
the response signal generated in disturbance and employing
PID control. The response signal tracks the step input after
introducing disturbance. Figure 3 depicts the control input
generation considering disturbance with no disturbance
rejection control policy.

The figure 4 simulate the response signal generation
considering disturbance along with disturbance rejection
control policy. The response signal tracks well the step input
after introducing disturbance and control policy for disturbance
rejection.
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Fig. 4. Response signal generated with disturbance and PID control with
disturbance rejection control policy

Similarly, figure 5 presents the control input generation
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considering disturbance with disturbance rejection control
policy. The disturbance rejection control policy generates
improved PID control signal which is directed to control NCS
system. These simulations represent the effectiveness of the
employed methodology.
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Fig. 5. PID control signal generation with disturbance rejection control
policy

5. Conclusion and Future Scope of Work

The conclusive remarks over the performance metrics of
networked control system under different uncertain conditions
are presented in this section. To simulate the proposed model
MATLAB Simulink environment is used. From Fig. 2 to Fig. 5,
the simulation result shows that system performance improved
with proposed methodology.

Figure 2 depicts the simulation results that indicate the
response signal generated in disturbance and employing PID
control. The response signal tracks the step input after
introducing disturbance. Figure 3 depicts the control input
generation considering disturbance with no disturbance
rejection control policy.

The figure 4 simulate the response signal generation
considering disturbance along with disturbance rejection
control policy. The response signal tracks well the step input
after introducing disturbance and control policy for disturbance
rejection. Similarly figure 5 presents the control input
generation considering disturbance with disturbance rejection
control policy. The disturbance rejection control policy
generates improved PID control signal which is directed to
control NCS system.

The future work will consider the optimal control design for
non-linear NCS to overcome the impact of uncertain
disturbances.
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