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Abstract: Industrial Network control systems, which integrate 

sensors, actuators, and controllers, have demonstrated a rapid 
development. The low maintenance, simplicity of installation, 
system cabling, and monitoring of Network Control Systems 
(NCS) make them useful in a variety of fields. However, targeted 
attacks can compromise communication over the NCS network. 
Entrants are more likely to access large amounts of information 
transmitted through communication channels or networks, 
thereby diminishing the control over the network system. The 
proportional integral and derivative control and Kalman filter is 
employed to analyze the performance of industrial networked 
control system. The MATLAB Simulink environment is used to 
simulate the suggested model. The results of the simulation 
demonstrate how the suggested methodology enhanced system 
performance of industrial networked control system. 

 
Keywords: Kalman filter, Proportional Integral and Derivative 

Control, Networked Control System, Packet Loss, Denial of 
Service (DoS), Delay. 

1. Introduction 
Along with Network control systems have developed as a 

field of technology in which parts are connected remotely via a 
network of real-time communication [1]. In order to enhance 
overall system performance, the NCS relies on the secure 
transmission of packets and messages via communication 
channels. NCS has numerous industrial applications, including 
power distribution, oil and gas power plants, water 
management, transportation, robotics, process industry, space 
vehicles, and medical treatment, among others, thanks to the 
quick advancement of information technology [2]. Sensitive 
information carried over networks can be attacked via packets 
containing it. There are several methods the hacker can use to 
obtain the data, including denial of service (DoS), service 
degradation attack (SD), and eavesdropping. 

The study examined the stability of DC/DC converters using 
the CAN-bus system, accounting for performance degradation 
metrics like packet dropout and time delay. Markov chains are 
used to model discrete time delays, and a set of linear matrix 
inequality equations is used to analyze stability. To demonstrate 
the system's stability, the voltage controller gain was calculated 
[3].  

Through the use of a position servo system, the performance-  

 
degrading parameters random delay and packet loss are also 
discussed in order to examine the stability of networked control 
systems. The control gain and optimal performance index were 
computed using the employed system [4]. 

The Bernoulli function is used to model packet loss in 
network control systems, where latency and packet loss are 
important stability-controlling factors. To demonstrate the 
measurement quality of the specified method, a few stable 
methods are obtained [5]-[8].  

For feedback networked control systems, the Lyapunov 
method is presented to simulate stochastic packet loss and 
sufficient condition with asymptotic stability to capture the 
effect of time delay [9]. 

The goal of this paper is to address the issue of uncertain 
disturbance in NCS and enhance the networked system's 
transient performance. The proportional integral and derivative 
control and kalman filter is employed to analyze the 
performance of industrial networked control system. The 
MATLAB Simulink environment is used to simulate the 
suggested model.   

The following various sections are presented in the 
remainder of the article: The articles pertaining to the different 
types of attacks and the stability of the NCS are explained in 
Section 2. Section 3 presents the problem identification based 
on malicious interference and network uncertainty. In the fourth 
section, the method's efficacy will be discussed. Lastly, Section 
5 offers final observations and upcoming research to be done. 

2. Literature Work 
The introduction of a neural network-based event-triggered 

controller scheme using a dynamic programming approach 
allowed for the detection of an attack on non-linear networks 
and sensors. When the residual exceeds a predetermined 
threshold, an attack is found. This method took into account a 
time delay and packet loss attack. The suggested methodology 
used was more rapid in detecting than the traditional method 
covered in the literature [10]-[12]. 

The effects of undesired intrusive data were investigated in 
[13]-[16], using the proportional integral controller, linear 
quadratic Gaussian approach, and Kalman-filter in networked 
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control systems. It has been demonstrated that this methodology 
significantly reduced the effect on NCS to a level that is 
acceptable. Numerous variables chosen to assess the suggested 
system's performance metrics. 

In order to simulate the performance degradation in 
networked control systems that are vulnerable to packet loss 
and delay attacks, two queuing approaches were discussed. 
Denial of Service (DoS) attacks are thought to be the cause of 
control system parameter degradation. Such a denial-of-service 
attack degrades the network's quality of service metric, which 
lowers performance [17]-[20]. 

The performance metrics of closed loop networked control 
systems subjected to communication network constraints were 
analyzed using a predictive control technique [21], [22]. Using 
a rotating inverted pendulum system as an example, the Linear 
Quadratic Regulator (LQR) technique aims to enhance the 
performance of networked systems. In this closed loop 
networked system, communication constraints like packet loss 
and time delay are regarded as disruptive factors. By using these 
strategies, the performance increased to the desired level [23]-
[25]. Data backup-based compensation is used in [26] to ensure 
the stability of the suggested system. The set of stability 
conditions for a networked system with induced delay and 
packet loss issues was derived using the Lyapunov function. A 
number of conditions have been established that guide the 
necessary control input to keep the response at the expected 
level [27]-[29]. 

By using the Lyapunov function, linear matrix inequality, 
and Wirtinger inequality to derive the set of conditions, the 
problem resulting from the communication constraint is 
resolved. Improved control system performance under 
communication constraints was demonstrated by the proposed 
interval type-2 fuzzy model [30]-[32]. The purpose of the 
predictive controller is to explain how the planned method 
reacts to the control system. A denial of service attack could be 
introduced as a result, which could impact data transfer [33], 
[34]. An intrusion detection system has been used to calculate 
the attacks introduced for wireless network management 
systems, and the authors have also verified the suggested 
stability procedure [35]-[38]. 

Attack techniques like denial of service and replay attacks 
can taint the message data sent from the sensor to the controller 
or from the controller to the router. To derive stable methods 
for performance analysis, the horizontal reverse power law and 
exponential stability are proposed [39]-[41]. A discussion of 
enhanced distribution grid management control system 
performance can be found in [42]. The system's effectiveness is 
demonstrated through the use of time and strategy. The impact 
of transmission jitter, delay, and packet loss, a major 
contributor to system instability, is also covered. 

A method for minimizing the weighted cost of the linear 
quadratic Gaussian function is presented in order to maximize 
the performance of a stochastic linear time-invariant system. In 
order to determine the optimal cost, the networked system made 
use of shared communication resources and admit scheduling 
policies [42]. 

 

3. Problem identification and methodology 

A. System Description with Packet Loss and Delay 
Figure 1 displays the proposed network control system's 

block diagram. In this instance, a sensor samples the system's 
response, which is then transmitted to the controller via a 
wireless communication network. Using an algorithm created 
specifically for control, the controller determines the control 
signal based on the reference and sensor sample received 
through the communication network. The calculated signal that 
is sent to the actuator via the communication channel to operate 
the system in accordance with the intended output. It has been 
discovered in numerous publications that an attacker can 
impede the control system in any manner (that is, in the forward 
and/or feedback direction) to reduce NCS performance. 

(Packet loss, delay)

Plant
Sensor

ActuatorControl
function

'u

y'y

u
Communication 

Network

 
Fig. 1.  Introduction of Packet loss and delay in NCS 

 
Through communication, the controller receives the response 

that the sensor has sampled, and through the communication 
network, the controller sends the control signal that it has 
generated. It is assumed that, there is a delay between the 
actuator and the controller (i.e., “ sct ” and “ cat ”, respectively). 

B. Uncertain Delay 
The communication network is used to send the controller's 

generated control signal-which is directed towards the actuator-
along with the sensor's sampled response. As a result, there are 
delays between the controller to actuator signal and the sensor, 
to controller and additionally, there are processing delays 
(sensor to controller and controller to actuator delay) that are 
exactly as small as they should be in relation to other delays. 
The communication network's length, bandwidth, and other 
factors all affect this random delay change. The system is 
getting close to instability because of the delayed disturbance's 
stochastic nature. Consequently, delay dynamics must be taken 
into account when designing controllers and system models. 

The following requirements for sample time " sτ " must be 
satisfied for effective packet deliver [12]: 

 
(processing delay)s sc ca pt t tτ > + +       (1) 

C. Probability of Packet Loss Distribution 
In order to control the process, the actuator receives signals 

from the controller after it has sampled the sensor signal. When 
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the signal moves across the communication network, packet 
loss could happen. Both the forward and feedback directions 
may experience packet loss issues. Modeling packet loss 
requires taking into account the distribution function given as 
[12]: 

 
,            1( ) 1 ,        0

k
k

k

p ifp p if
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γ γ
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− =
           (2) 

The packet loss rate is shown here as ]1,0[∈p . If the packet 

is lost at instant k, then “ 0kγ = ,” and if the packet arrives 

successfully at instant k, then “ 1kγ = ”. 
When transmitting packets, the idea of timestamp theory is 
used. Each packet is stored in a buffer that has a timestamp. The 
linear time-invariant (LTI) system is used to represent the 
system with networked delay and packet loss as [12]. 

( 1) ( ) ( )k sx k Ax k Bu kγ τ+ = + −  (3) 

( ) ( )y k Cx k=   (4) 

Equation (3) represents the state vectors “ )(kx ” and control 

vectors “ )(ku ”. Similarly, Eq. (4), represents the output signal 

“ )(ky ” and A, B, C are various matrices of the proper sizes. 

4. Simulation Result Analysis 
The MATLAB Simulink environment is utilized to present 

various simulation diagrams that demonstrate the efficacy of 
the proposed methodology.  

The plant dynamics are presented by following expression, 
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The parameters of proportional integral derivation control 

are given as P=-0.07460, I=-0.03709 and D= -0.018109. 
Figures 2 through 5 show the different simulations that were 

performed on MATLAB. The simulation results that show the 
response signal produced without disturbance and using PID 
control and kalman filter are shown in Figure 2. The response 
signal follows the step input and produced desired signal. 
Figure 3 depicts the introduction of disturbances in networked 
control system. 

Figure 4 simulates the generation of response signals while 
taking the disturbance and the PID control policy into account. 
Following the introduction of the disturbance and PID control 
policy with kalman filter for disturbance removal, the response 
signal accurately tracks the step input.  

 
Fig. 2.  Output/ Response without disturbance and with PID control 

 

 
Fig. 3.  Generation of disturbance 

 

 
Fig. 4.  Estimated output with PID control and Kalman filter with 

disturbance 
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5. Conclusion and Future scope 
This section presents the final thoughts regarding the 

networked control system performance metrics under various 
uncertain conditions. The MATLAB Simulink environment is 
used to simulate the suggested model. The results of the 
simulation, which range from Fig. 2 to Fig. 4, demonstrate how 
the suggested methodology enhanced system performance.  

The simulation results are shown in Figure 2, which shows 
the response signal produced without a disturbance while using 
PID control. After creating a disturbance, the response signal 
follows the step input. The response signal follows the step 
input and produced desired signal. Figure 3 depicts the 
introduction of disturbances in networked control system. 

Figure 4 simulates the generation of response signals while 
taking the disturbance and the PID control policy into account. 
Following the introduction of the disturbance and PID control 
policy with kalman filter for disturbance removal, the response 
signal accurately tracks the step input. The NCS system is 
controlled by an enhanced PID control and kalman filter which 
rejects the disturbance. 

In order to mitigate the effects of uncertain disturbances 
dynamics, future research will examine the event triggered 
control architecture for non-linear NCS. 
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