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Abstract: Layered approaches to networking are possible.
Network architects categorize protocols in order to simplify their
designs. Each layer has its own protocol for talking to the outside
world. Every component of the network implements some of the
nth layer. Messages are sent back and forth between these parts.
Layer n protocol data units are the official name for these
transmissions. The OSI model is a framework for developing and
implementing network-based software applications. It also serves
as a basis for the development of new networking protocol
hardware, and architectures. This document compares and
contrasts the OSI Reference Model seven layers with those of the
TCP/IP Model four. There are distinct roles at each successive
level. All Internet communication duties may be traced back to the
TCP/IP reference model.
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1. Introduction

The OSI Model (Open Systems Interconnection Model) is a
conceptual framework used to understand and describe how
different networking protocols interact and function in a
network environment. It breaks down the complex process of
data transmission into seven distinct layers, each with a specific
role in ensuring data moves smoothly from one device to
another across a network.

A. Here’s a Brief Overview of the Seven Layers of the OSI
Model
1) Physical Layer

Responsible for the actual transmission of data over physical
mediums like cables, switches, and other hardware. Deals with
electrical signals, radio waves, or light signals used for
transmission.
2) Data Link Layer

Ensures reliable data transfer between two devices connected
by a physical link. Handles error detection and correction, as
well as frame synchronization. Example: Ethernet, Wi-Fi.
3) Network Layer

Responsible for routing data from the source to the
destination across multiple networks. It handles logical
addressing and routing decisions (e.g., IP addresses, routing
protocols). Example: IP (Internet Protocol).
4) Transport Layer

Manages end-to-end communication and data flow control
between devices.

Example: TCP (Transmission Control Protocol), UDP (User
Datagram.
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Protocol).
5) Session Layer

Manages sessions or connections between applications on
different devices. Responsible for establishing, maintaining,
and terminating communication sessions. Example: SMB
(Server Message Block), NetBIOS.
6) Presentation Layer

Translates, encrypts, or compresses data to ensure it is in a
readable format. Example: JPEG, ASCII, SSL/TLS.

B. Application Layer

The top layer that interacts directly with end-user
applications. Example: HTTP, FTP, DNS, SMTP.
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Fig. 1.

C. TCP/IP Models

The TCP/IP model (Transmission Control Protocol/Internet
Protocol) is another conceptual framework that explains how
data is transmitted across networks. It is simpler than the OSI
model and has fewer layers. The TCP/IP model was developed
to standardize communication between computers over a
network, particularly on the internet.
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D. The TCP/IP Model Consists of 4 Layers

Application
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Internet
Layer

Fig. 2. TCP/IP

1) Application Layer

Function: This layer is where end-user applications
and network services operate. It corresponds to the top
layers of the OSI model, particularly the Application,
Presentation, and Session layers.

Examples: HTTP, FTP, SMTP, DNS, POP3, IMAP.
Key Role: Provides the interface between the
application and the network.

2) Transport Layer

Function: This layer is responsible for end-to-end
communication and error recovery. It ensures reliable
data transfer, flow control, and error checking.
Protocols: TCP (Transmission Control Protocol),
UDP (User Datagram Protocol).

Key Role: Ensures that data is delivered reliably (TCP)
or with minimal overhead (UDP). TCP handles
sequencing, error detection, and retransmission of lost
data, while UDP offers a connectionless service.

3) Internet Layer

Function: This layer is responsible for logical
addressing, routing, and packet forwarding. It
corresponds to the OSI's Network layer.

Protocols: TP (Internet Protocol), ICMP (Internet
Control Message Protocol), ARP (Address Resolution
Protocol), and routing protocols like RIP, OSPF, and
BGP.

Key Role: Routes packets across different networks,
determines the best path for data to travel, and handles
addressing (IP addresses).

4) Network Access Layer

Function: This layer is responsible for the physical
transmission of data over the network. It combines the
functionality of the OSI's Data Link and Physical
layers. Examples: Ethernet, Wi-Fi, DSL, PPP, ARP.
Key Role: Manages the hardware addressing (MAC
addresses), and ensures that data is transmitted over
the physical medium, whether wired or wireless.
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2. Literature Review

The evolution of computer networks necessitated the
development of standard models to ensure interoperability and
efficient communication. Two predominant models— TCP/IP
(Transmission Control Protocol/Internet Protocol) and the OSI
(Open Systems Interconnection) model—have played crucial
roles in shaping modern networking. This literature review
explores academic and technical discourse on the two models,
highlighting their structure, functionality, relevance, and
criticism in the context of network communication.

3. Benefits of OSI and TCP/IP Model

A. OSI Models

1. Robust and Scalable: Supports millions of devices
across different networks and geographies.

2. Interoperability: Provides a standard for vendors to
develop compatible networking hardware and
software.

3. TCP/IP Models:

1) Standardized Framework:

e Developed by ISO as a universal reference model.

e  Clearly separates networking functions into seven
well-defined layers.

2) Modularity and Layered Design.

e FEach layer has a specific function and interacts
only with adjacent layers.

e Makes it easier to design, troubleshoot, and
update individual layers.

3) Educational Value:

e  Widely used in academia for teaching networking
concepts.

e Helps students and professionals understand how
data flows through a network.

4. Benefits of OSI Model and TCP/IP Model

Cost Efficiency: No need to invest heavily in physical
hardware; pay-as-you-go pricing.

2. Scalability: Quickly scale resources up or down based on

demand.

3. Accessibility: Access data and apps from anywhere with an

internet connection.

4. Disaster Recovery: Data backup and disaster recovery

solutions are easier and more reliable.

5. Automatic Updates: Cloud providers manage software and

security updates automatically.

6. Collaboration: Teams can collaborate in real time from

different locations.

7. Security: Advanced security features like encryption, access

control, and compliance support.

8. Environmental Benefits: Reduces carbon footprint by

optimizing resource usage.

5. Future of OSI Model and TCP/IP Model

A. Educational Use

e The OSI model will continue to be important mainly
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for learning and teaching network concepts.
e It helps students and professionals understand how
networks should ideally work, layer by layer.

B. Design Reference
e OSI remains a blueprint for designing new network
protocols and technologies, even if it’s not used
directly.
o  Standardization Influence: Future network protocols
(like 5G, 6G, IoT standards) will still refer back to OSI
ideas for modular, layered design.

6. Methodology

1. A conceptual framework that standardizes how different
networking protocols interact.

2. It divides the communication process into 7 layers.

3. Each layer performs specific tasks and communicates with
the layers directly above and below it.

4. It ensures that products and software from different vendors
can work together (interoperability).

7. Results of the TCP/IP Model

A. Creation of the Internet

TCP/IP is the real-world foundation of the Internet. Without
it, there would be no Internet today.
B. Wide Adoption

It's used globally all computers, smartphones, and servers
speak TCP/IP.
C. Robust and Scalable Communication

Designed for military grade communication it can survive
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network failures and scale to billions of devices.

D. Protocol Suite Evolution

Enabled the creation of protocols like HTTP (web), FTP (file
transfer), SMTP (email), and many more.

E. Flexible and Practical

Focused on getting things to work efficiently rather than
fitting perfectly into theoretical models.

8. Conclusion

The OSI model and the TCP/IP model are fundamental
frameworks that describe how data is transmitted across
networks.

The OSI model (Open Systems Interconnection) is a
theoretical model with seven layers, designed to standardize
networking concepts and promote interoperability. It is more
conceptual and serves as a guide for understanding and
designing network systems.

The TCP/IP model (Transmission Control Protocol/Internet
Protocol) is a practical and real-world model with four layers
(sometimes described as five), based on the protocols used on
the internet today. It is protocol-driven and application-
oriented.
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