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Abstract: Due to the expeditious usage of the internet, network 

traffic and security challenges are increasing within the high-speed 

network. Though the IDS plays an important role in detecting 

potential attacks, the high volume of traffic creates significant 

technical challenges. DDOS attack can cause the node energy 

drained. As a result, node failures due to power limits generate 

system failures, which reduce network end-to-end connection. 

Furthermore, node mobility and congestion cause frequent link 

failures and packet losses, impairing the protocol's QOS 

performance. The Proposed scheme is hybrid optimization system 

and denial of service, for efficient routing and transmission for 

wireless networks. We are introducing a new classifier system 

technique to detect and block DDOS protocol flood attacks (CS 

DDOS). The suggested CS DDOS system provides a method for 

securing stored records by classifying arriving packets and 

making a decision based on the classification findings. CS DDOS 

recognizes and determines whether a packet is normal or 

originates from an attacker during the detection phase. Packets 

deemed as malicious will be denied access to the cloud service 

during the preventive phase, and the source IP will be blacklisted. 

 

Keywords: CS_DDOS, Distributed Denial of Service (DDOS), 

Intrusion Detection System (IDS), Quality of Service (QOS). 

1. Introduction 

It's difficult to detect a DDOS without moving resources. It 

is necessary to determine whether the incoming flow is 

malicious or genuine. We have a tendency to ought to employ 

the routing approach to move the information from one node to 

any other node as part of the procedure of detecting the attack. 

Attackers can easily launch a DDOS attack and get access to 

their systems since information is shifted in a static way. And it 

slows down the system while the attack is occurring or being 

discovered, resulting in ineffective communication. 

There has been an exponential increase within the power, 

frequency, severity, and volume of DDOS attacks despite the 

existence of all detection and mitigation solutions. Thus, the 

inevitable would like of the analysis community is to focus on 

developing an economical intrusion detection system (ids) 

framework against DDOS attacks with high detection power. 

The DDOS attacks are classified below the provision threat of 

the controller. The explanations for DDOS vulnerabilities are  

 

as follows: a) buffer saturation because of the restricted 

memory area to buffer the information, b) controller saturation 

is that the overhead in the controller due to the centralized 

design of the controller, c) flow table overflow because of 

restricted TCAM memory, and d) communication overhead of 

control-data plane link causes bottleneck to the legitimate users. 

For wireless ad hoc networks, we present two innovative 

energy-aware routing algorithmic rules: RMECR (reliable 

minimum energy cost routing) and RMEER (reliable minimum 

energy routing) (RMECR). RMECR meets three critical 

requirements for ad hoc networks: energy efficiency, 

dependability, and network time extension.  

It examines node energy usage and hence remaining battery 

energy, as well as link quality, to find energy-efficient and 

reliable paths that extend the network's operational lifetime. On 

the other hand, RMECR is an energy-efficient routing 

algorithm that discovers routes that use the least amount of 

energy for end-to-end packet traversal. RMECR and RMECR 

are designed for networks that rely on hop-by-hop or end-to-

end retransmissions for reliability. Simulation experiments 

suggest that RMECR is capable of seeking out energy-efficient 

and dependable routes in the same way that RMECR does, 

while also prolonging the network's operational lifetime. As a 

result, RMECR is an ideal solution for extending the energy 

efficiency, reliability, and lifetime of wireless ad hoc networks. 

Wireless communication has been around for over a century 

and has among the last decade become an everyday mode of 

communication in people’s everyday lives, because of the 

success of cellular and wireless local area network 

communication. Recently, researchers have centered on 

eliminating the requirement for fastened infrastructures in 

wireless communication, that has led to the event of ad hoc 

networks. A mobile ad hoc network (manet) additional 

considers node mobility within the ad hoc setting. Efficient use 

of resources and adaptation are important so as to make a high-

performance manet. This treatise addresses the efficient use of 

network resources to get the desired quality of service and 

performance in MANET. 
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2. Literature Review 

Mäntylä and Lassenius., 2006; Schumacher et al., 2010; 

Santos et al., 2013. They measured the average end-to-end 

delay of CBR packets received at the destinations with 

increasing traffic load. Delay alone is concentrated. Advantage 

of this context, several machine learning algorithms have been 

adapted in order to enable an automatic detecting 

customization. The main disadvantage is Less detection method 

of DDOS attack. 

Khomh et al., 2009; This algorithm describes the challenging 

problem of designing a scheduling policy for end-to-end 

deadline-constrained traffic with reliability requirements in a 

multi-hop network. The scheduling process is detailed in detail. 

The advantage of this context is procedure was created a single 

oracle containing 15 consensual smell instances. The main 

disadvantage is MIMO technology is used in hybrid wireless 

networks. 

Khomh et al., 2011; Maiga et al., 2012; Amorim et al., 2015; 

Fontana et al., 2015. Description of this context, transmission 

power is minimized while keeping the connectivity and packet 

collisions are taken into account. Advantages are, the studies 

did not evaluate the efficiency of these techniques when 

customized from different training sets validated individually 

by single developer. The main disadvantage is they do not 

discuss about how such techniques deal on customizing the 

detection for different developers. 

Maiga et al., 2012. In this they proposed three different 

algorithms with different complexity and characteristics. 

Advantage is Although defined by several developers, such 

oracles are not indexed by their evaluators. The main 

disadvantage is at end, the paper reported the algorithm was 

able to reach accuracies up to 0.78. 

3. System Architecture 

 
Fig. 1.  Architecture diagram 

4. Methodology 

A. Creating Multiple Nodes 

Between the source and the destination nodes we need to 

create intermediate nodes. Multiple intermediate nodes are 

created for the routing if the attack takes place the intermediate 

nodes. The destination additionally now no longer initialized 

among the nodes; it will be identified by requesting neighbor 

nodes until it finds the destination. 

B. DDOS Attack Simulation 

 
Fig. 2.  DDOS attack 

 

• Attacker: Attacker Send Request to the Control Server 

in order to Control an army of Botnets that floods 

traffic in the target network and shut down access to 

internet services and applications. 

• Control Server: Control Server send request to group 

of botnets in order to execute the Malicious Program. 

• Botnets: A centrally controlled group of infected or 

volunteered Computers(botnets) sends an onslaught of 

traffic to the target network. 

• Victim Server: Here the Server can't handle the 

volumes of traffic and drop almost all packets from 

both good and bad Sources. 

C. Detection of DDOS Attack 

Detection means abnormal traffic for data transformation. If 

data is transferring from source node to destination node once 

node attacked and abnormal traffic issues were there it will be 

detected by detection technique.  

D. Alternate the Routing Path 

It is dynamic routing. In diversion we are used Ad hoc On 

Demand Distance Vector (AODV) routing algorithm. The 

shortest path routing algorithm is another name for it. This 

AODV routing algorithm is used to find the shortest path in in 

between nodes for packet transformation. This approach 

reduces the amount of time spent in the packet transformation 

pathway. 

E. Path Check 

Filtration is nothing but it filters the pathway for packet 

transformation. This technique is used to find the traffic issues 

is there in path. This approach reduces the amount of time spent 

in the packet transformation pathway. Filtration always give 

valid path to the data transformation node. For example, if ten 

path is there for diversion then three paths had traffic issues and 

seven path not have issues then seven path only valid path for 

diversion. 

F. Overall Performance Analysis 

In this Module, we will analysis the Performance of the 

Packet transformation between Source and the Destination 

process. The performance of the packet transformation is 

represented in the graphical format. 
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5. Results 

This experiment presents the outcomes of our implemented 

system, as well as essential details. This output can be divided 

into five parts that work in tandem: 

1) Creating a number of nodes 

2) The EAACK procedure 

3) Transfer of data from source to destination 

4) EAACK- Ack procedure 

5) Performance Analysis Graph 

 

1) Output for creating a number of nodes 

 
Fig. 3.  Output for creating a number of nodes 

 

2) Output for the EAACK procedure 

 
Fig. 4.  Output for the EAACK procedure 

 

3) Output for transfer data from source to destination 

Fig. 5.  Output for transfer data from source to destination 

 

 

4) Output for the EAACK-ACK procedure 

Scenario 1: 

The Destination node will send ACK (Acknowledge) to the 

source node if there is no malicious node detected. 

 
Fig. 6.  Destination node send ACK to the source node 

 

Scenario 2: 

Step – 1: Detection of Malicious Node 

If Malicious Node is Detected, then the node is marked as 

Malicious Node and change the path using Hybrid Optimization 

Scheme. 

 

Fig. 7.  Output for the detection of malicious node 

 

 
Fig. 8.  Output for dynamic source routing 

 

Step – 2: Dynamic Source Routing 

When it is determined that the path contains malicious nodes, 

dynamic routing will be performed using the aforementioned 

Ad-hoc on-demand Distance algorithm and the open shortest 

path algorithm. This algorithm finds the shortest path to the 
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destination node and then analyses the newly discovered path 

to ensure that there are no malicious nodes on the new path. If 

any nodes are found, the path will be alternated until the system 

finds a path free of malicious flow. After determining the secure 

path, static data transmission is used; each node only knows 

about the previous and next node, making it difficult for 

attackers to determine the path. 

5) Performance analysis graph 

Scenario 1: 

 
Fig. 9.  Performance analysis graph for scenario-1 

 

 Scenario 2:  

 

  
Fig. 10.  Performance analysis graph for Scenario-2 

6. Future Scope 

In general, joint improvement of the mac and routing layers 

might alter even additional economical solutions. Investigation 

of the consequences of routing is left as future work. 

Collaborative routing is performed in WSN through 

optimisation and opportunities, that is enforced in 2 phases, 

collaborative node choice and optimization. within the 1st 

phase, the Lenient Constant (LC) is outlined and calculated 

which separates the probable collaborative nodes from the 

initialized nodes, supported parameters direct_trust, link 

strength and quality. These known collaborative nodes are 

solely allowed to induce concerned in the method of routing 

whereas the opposite non-suited nodes are merely restricted to 

require half in routing. within the second phase, optimization is 

incurred based on the proposed collaborative Optimized 

Routing algorithmic rule (CORA). Kore operates on the 

outlined Suit function (SF) that is modelled supported the 

parameters direct_trust, link strength, quality and therefore the 

distance. 

7. Conclusion 

In this project we've got not investigated the results of higher 

layers comparable to the routing layer, and instead targeted on 

the mac layer capability and local broadcasting service. Packet 

routing contains a vital impact on the load distribution. local 

link layer broadcasting service is directly employed by some 

routing algorithms such as network flooding. Moreover, it may 

be used aboard with network coding and simultaneous 

transmission techniques for cooperative diversity. 
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